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Proxecto: Firewall de rede

/\ Obxectivo
> L
K‘—*"‘x__ I/ L_"' Control do trafico dende/hacia Internet
_ cun firewall de rede
@sense
Procedemento

Instalar e configurar pfsense para
satisfacer a politica de trafico definida




Proxecto: Firewall de rede

a. Permitirase a saida a Internet a todos os equipos da organizacion.

b.Impedirase que equipos externos (en Internet) accedan a Intranet da
organizacion.

c. O firewall podera administrarse unicamente dende equipos da Intranet da
organizacion.

NOTA ACLARATORIA: O longo da practica empregaranse uns valores de
configuracion (direccions IP, DNS e default gw) que seguramente hai que modificalos
para que a practica funcione correctamente no teu laboratorio.



pemse PSense

Para definir as caracteriticas da maquina virtual onde se traballara con pfSense
hai que ter en conta o seguinte:

» Baseado en FreeBSD.

e Hardware:

Minimum Hardware Requirements

The following outlines the minimum hardware requirements for pfsSense 1.2 . Mote the minimum requirements are not suitable
far all environments, see the Hardware Sizing Guidance page for infarmation.

CPLU - 100 MHz Pentium
RaM- 128 MB

Fequirements specific to individual platfarms follow.

Live CD

CD-ROM drive

USE flash drive or floppy drive to hold configuration file  © S.0. FreeBSD

e Memoria RAM 512 MB

Hard drive installation

CO-ROM far initial installation ° DiSCO DU.I'O de 4 a 8 GB

1 GB hard drive i ?

e e Unidade de CD-ROM para facer a
mbedde . .,

512 MB Compact Flash card instalacion

serial port for consale

e Duas tarxetas de rede



Instalacion — virtualbox

Archivo  Maguina  Ayuda
: Ay
2 & 2 O
Mueva Configuracion Iniciar Descartar
1 Windows 7 =
e Apagada
g indows XP SP3
Kp Guardada
1 windowsCLONE
K éﬂpageda
5;b Sense
Apagada
E %)mlian 2.5.1
Apagada ||
b=y %ﬂbian 6 base
W Apagada
| Lubuntu 12.04
-@r{ Apagada
| Ubuntu 120.4 - LXDE
-@r{ Apagada

|97 LXDE-Lab
=F Red

Oracle ¥M VirtualBox Administrador - O

{2} Detalles Instantdneas

.@ General E], Previsualizacion

Mombre: pfSense-sec2012
Tipo SO FreeBSD

Sistema

Mermoria base: 512 MB
Crden de arrangue: Disquete, CO/DVD-ROM, Disco duro

Pantalla

Memoria de video: 7 MB
Servidor de escritorio remoto; Inhabilitado

= Almacenamiento

{BEI Audio

Controlador de anfitridn: Pulsesudio
- Controlador: ICH AC97

EP Red

Unha para a WAN ¢
outra para Intranet

Adaptador 1: Intel PRO1000 MT Desktop (Adaptador puente, ethl)
Adaptador 2: Intel PRO/1000 MT Desktop (Adaptador puente, ethd)

S 1D

Adaptador 1: Intel PRO/1000 MT Desktop (Adaptador puente, «ethQ:»)
- Adaptador 2: Intel PRO/1000 MT Desktop (Adaptador solo anfitrion, evboxnetOs)

DE-custom
Apagada

Apagada

Sense-sec2012

-

En funcion da vosa rede e os escenarios que se monten
podese seleccionar os modos de rede que mais os conveila.




Instalacion

Welcome to pfSenset

Boot pfSense [default]

Boot pfSense with ACPI disabled
Boot pfSense using USB device
Boot pfSense in Safe HMode

Boot pfSense in =single user mode
Boot pfSense with verboze logging

Escape to loader prompt
Reboot

00 =d O L1 Wl L0 [

delect option, [Enterl] for default
or [Spacel] to pause timer 6 _




Instalacion

Timecounter "T3SC" frequency 3210394662 Hz qgquality 80O
Timecounters tick every 10.000 msec
IP=ec: Initialized Security Association Processing.
emB: link state changed to UFP
eml: link state changed to UFP
sbus®: 1ZMbps Full Speed USE vl1.0
zsbusl: 480Mbps High Speed USEB v .0
ad0: 4096MB <UBOX HARDDISK 1.0> at ata®-master UDMA33
gend.1: <{Apple> at usbusi
hub®: <Apple OHCI root HUB, class 9-/0, rev 1.00-1.00, addr 1> on usbus0®
genl.1l: <{Intel> at usbusl
hubl: <Intel EHCI root HUB, class 9-/0, rev 2.00-1.00, addr 1> on usbusl
acd®: DUDROM <UBOXx CD-ROM-1.0> at atal-master UDMA33
oot mount waiting for: wusbusl usbus@
hub®: 8 ports with 8 removable, self powered
oot mount waiting for: usbusl
oot mount waiting for: usbusl
oot mount waiting for: usbusl
hubl: 8 ports with 8 removable, self powered
Trying to mount root from cd9660: - devsizoI660-pfSense
onf iguring crash dumps...
ounting filesystems...
d@.uzip: 2498 x 65536 blocks
enerating MF3S ~svar partition




Instalacion a disco — 1

elcome to pfSense Z£.0.1-RELEASE

ounting unionfs directorie=s...done.

[ Press R to enter recovery mode or 1
[ press I to launch the installer 1

(R)ecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IInstaller may be invoked now if you do
not wish to boot into the liveCD environment at this time.

(C) continues the LiveCll bootup without further pause.

imeout before auto booil. continues (seconds): b6

I — lanza o instalador




Instalacion

F{h¥ﬂefré;h ﬁiﬁplag

Your selected environment uses the
following console settings, shown in

parentheses. Select any that you wish
to change.

£ Change UVideo Font (defaultl) >
£ Change 3Screenmap (default) >

< Change Keuymap (default) >
< Accept these Settings >




Fib¥ﬂefré;h ﬁiéplag

Your selected environment uses the
following console settings, shown in
parentheses. 3elect any that you wish
to change.

{ Change Video Font (default) >
<{ Change Screenmap (default) >

¢ Change Keymap (default) >

{ Accept these Settings >

F£b=REfré;h DEsplag

ru.cpBbb.kbd >
ru.iso5.kbd >
ru.koiB-r.kbd >
ru.koi8-r.shift.kbd >
ru.koiB-r. win.kbd >
=21.iz0.kbd >

sk.isoZ.kbd >
gspanish.iso.acc.kbd >
spanish.isol5.acec.kbd >
swedish.cp850.kbd >
swedish.iso.kbd >
sWizsfrench.cpdsSe. kbhd
sWizsfrench.iso. acc.kbd >
swissfrench.iso.kbd >
swissgerman.cp850.kbd >
swissgerman.iso.acc.kbd >
swissgerman.iso.kbd >
tr.iso9.q.kbd >
ua.iso5.kbd >

wa .koif-u.kbd >
na.koig-u.shift.alt.kbd >
uk.cp850-ctrl.kbd >

s A S S

s s S



Instalacion

Fih=ﬂefré;h ﬁisplag

Your zelected environment usez the
following console =setiings, shown in
parentheses. Select any that youw wish
to change.

¢ Change Video Font (defawlt) >
< Change Screenmap (default) >
¢ Change Keumap (spanish.isol) >

{ Accept these Settings >




F{h¥ﬂefré;h Dgéplag

Choose one of the following tasks to
perform.

{ QuickrsEasy Install >

{ Custom Inztall >
{ Rescue config.xml >
< Reboot >

¢ Exit >

Fib=REfré;h DEsplag

Invoke Installer with minimal gquestion

Eazy Install will automatically install
without asking any gquestions.

WARNING: This will erase all contents
in your first hard disk?! This action is
irreversible. Do you really want to

continue?

If you wish to have more control on
your setup, choose Custom Installation
from the Main Menu.

< Cancel >




Instalacion

F{bgﬂefré;h Dgéplag

susrslocalsbinscpdup -vww -1 -0 sboot smnt-boot
[ 2

{ Cancel >




Instalacion

Fih¥ﬂefré;h ﬁ]éplay

You may now wish to install a custom Kernel configuration.

< 3ymmetric multiprocessing kernel (more than one processor) >
{ Embedded kernel (no vga console, keyboard >
¢ Developers kernel (includes GDB, etc) >




Fih=REfré;h DESplag

This machine is about to be shut down.
After the machine ha=s reached its
shutdown =tate, you may remove the CD
from the CD-ROM drive tray and press
Enter to reboot from the HDD.

< Return to Select Task >

pfSense is now rebooting

fifter the reboot is complete, open a web browser and
enter https:--192.168.1.1 (or the LAN IP Address) in the
location bar.

ou might need to acknowledge the HTTPS certificate if
our browser reports it as untrusted. This iz normal
iz a self-signed certificate i=s used by default.

DEFAULT Username=: admin
DEFAULT Password=: pfsense

Hebooting in seconds. CTRL-C
ebooting in seconds. CTRL-C
Rebooting in seconds. CTRL-C
Hebooting in seconds. CTRL-C
Hebooting in gsecond.. CTRL-C

pfSense is now rebooting.

En VirtualBoX: Dispositivos — Eliminar disco da unidade



1 pf3ense

6 PXE

oot: F1

Welcome to pfSensze!?

s L)
1. Boot pfSense [defawltl — } ey f b
Z. Boot pfSense with ACPI disabled Iy N s
3. Boot pfSense using USE device s p N s  3ense
4. Boot pfSensze in Safe Mode A} s )
5. Boot pfSense in single user mode N s b
6. Boot pf3ense with verbose logging N ’
7. Escape to loader prompt N ’
6. Reboot

select option, [Enterl] for default
or [Spacel to pause timer 2




Asignacion tarxetas de rede

elcome to pfSense Z.0.1-RELEASE
o core dumps found.
reating symlinks

External config loader 1.0 iz now starting... adOs1lb
Launching the init system... done.

etwork interface mismatch —— Running interface assignment option.
alid interfaces are:
Em) P8:00:27:53:7a:82 (up) Intel(R) PRO-1000 Legacy Network Conmection 1.0.3

eml P:00:27:Zaec:dc (up) Intel(R) PRO-1000 Legacy Network Conmection 1.0.3

want to set up ULANs first?

are not going to use ULAN=, or only for optional interfaces, you should
here and use the webConf igurator to configure ULANs later, if required.

want to set up ULAN=E now [yinl? n




Asignacion tarxetas de rede

=mi) E:00:27:53:7a:82 (up) Intel(R) PRO-106060 Legacy Network Conmection 1.0.3

Eml P8:00:27:2aec:dc (up) Intel(R) PRO-1000 Legacy Network Conmection 1.0.3

want to set uwup ULANs first?

are not going to use ULANs, or only for optional interfaces, you should
here and use the webConfigurator to configure ULANs later, if required.

want to set up VULANs now [yinl? n

pfSense requires =AT LEAST= 1 assigned interface(s) to function.
If you do not have =AT LEAST= 1 interfaces you CANNOT continue.

If you do not have at least 1 =REAL= network interface card(s)
or one interface with multiple ULANs then pfSense
#*WILL HOT= function correctly.

If you do not know the names of your interfaces, you may choose to use
Auto-detection. In that case, disconmect all interfaces now before

L I

hitting "a to initiate auto detection.

Enter the WAN interface name or 'a’ for auto-detection: em®




Asignacion tarxetas de rede

want to set uwup ULANs first?

are not going to use ULANs, or only for optional interfaces, you should
here and use the webConfigurator to configure ULANs later, if required.

want to set up VULANs now [yinl? n

pfSense requires =AT LEAST= 1 assigned interface(s) to function.
If you do not have =AT LEAST= 1 interfaces you CANNOT continue.

If you do not have at least 1 =REAL= network interface card(s)
or one interface with multiple ULANs then pfSense
#*WILL HOT= function correctly.

If you do not know the names of your interfaces, you may choose to use
Auto-detection. In that case, disconmect all interfaces now before
hitting "a’ to initiate auto detection.

Enter the WAN interface name or 'a’ for auto-detection: em®

Enter the LAN interface name or 'a’ for auto-detection
OTE: this enables full FirewallingsNAT mode.
(or nothing if finished): eml




Asignacion tarxetas de rede

If you are not going to use ULANs, or only for optional interfaces, you should
zay no here and use the webConf igurator to configure ULAN=s later, if required.

pfSense requires =AT LEAST= 1 assigned interface(s) to function.
If you do not have =AT LEAST= 1 interfaces you CANNOT continue.

If you do not have at least 1 =REAL= network interface card(s)
or one interface with multiple ULANs then pfSense
*WJILL NOT= function correctly.

If you do not know the names of your interfaces, you may choose to use
auto-detection. In that case, discommect all interfaces now before

L I

hitting "a to initiate auto detection.
Enter the WAN interface name or 'a’ for auto-detection: em®

Enter the LAN interface name or 'a’ for auto-detection

OTE: this enables full Firewalling~sNAT mode.

(or nothing if finished): eml

Enter the Optional 1 interface name or 'a’ for auto-detection
(or nothing if finished):




Asignacion tarxetas de rede

f% gﬁ; do not hﬁLE #*AT LEAST=* 1 interfaces you CANNOT continue.

If you do not have at least 1 =REAL= network interface card(s)
or one interface with multiple VULANs then pfSense
#WILL NOT=* function correctly.

If you do not know the nameszs of your interfaces, you may choose to use
Auto-detection. In that case, disconnect all interfaces now before

L L

hitting "a° to initiate auto detectionm.

1

Enter the WAN interface name or 'a’ for auto-detection: em®

Enter the LAN interface name or 'a’ for auto-detection
OTE: this enables full Firewalling-/NAT mode.
(or nothing if finished): eml

1

Enter the Optional 1 interface name or ‘a’ for auto-detection
nothing if finished):

interfaces will be assigned as follows:

-> emB
-» eml

Do you want to proceed [yinl7y




Asignacion tarxetas de rede

OTE: this enables full Firewalling/NAT mode.
(or nothing if finished): eml

Enter the Optional 1 interface name or 'a’ for auto-detection
(or nothing if finished):

he interfaces will be asszigned as follows:

-» eml
Do you want to proceed [yinl?y

riting configuration...done.

pdating configuration...done.

leaning backup cache...done.
Setting up extended sysctls...done.
Setting timezone...done.
Gtarting Secure Shell Serwvices...done.
SGetting up polling defaults...done.
Setting up interfaces microcode...done.
onf iguring LAGG interfaces...done.
onf iguring ULAN interfaces...done.
onfiguring Qinl] interfaces...done.
onf iguring WAN interface...




Asignacion tarxetas de rede

hiarting hHEP seruice...ﬁune.
Starting DNS forwarder...done.

enerating RRD graphs...done.
Starting CRON... done.
Bootup complete

FreeB5D-1386 (pfSensze.localdomain) (ttywd)
## Welcome to pfSense £.0.1-RELEASE-pf3ensze (i386) on pfSense ===

WAN (wan) —-» em® -» 192.168.1.106 (DHCF)
LAN (lan) -» eml -» 192.168.1.1

0) Logout (55H only) Shell

1) As=sign Interfaces pf Top

Z) Set interface(s) IP address Filter Logs

3) Reset webConfigurator password Restart webConfigurator

4) Reset to factory defaults pfSense Developer Shell

5) Reboot system Upgrade from console

6) Halt system Enable Secure Shell (sshd)
7) Ping host

Enter an option:




Asignacion tarxetas de rede: PROBLEMAS

A interface WAN configurase por defecto por DHCP.
No caso de non recibir a configuracion por DHCP apareceran erros € o
primeiro arranque da maquina tarda moito mais do normal.

Starting DNS forwarder...done.
Configuring firewall done.
Generating RRD graphs...done.
Starting CRON... done.

Bootup complete

FreeB3D-1386 (pfSense.localdomain) (ttyvO)

#x% bLlelcome to pfSense 2.0.3-RELEASE-pfSense (i386) on pfSense ===

WAN (wan) —» emb —>» NONE (DHCP)
LAN (lan) -> eml ->» 192.168.1.1

0) Logout (33H only) Shell

1) fAssign Interfaces pf Top

Z2) Set interface(s) IP address Filter Logs

3) Reset webConf igurator password Restart webConf igurator

4) Reset to factory defaults pfSense Developer 3hell

5) Reboot system Upgrade from console

6) Halt system Enable 3ecure 3hell (sshd)
?) Ping host

Enter an option:

' . .
e Paciencia e agardar
e Ter un servidor DHCP na rede

Solucioéns:

<

e Pofier a NIC en modo NAT e despois pofiela en modo Puente e configurala
cos valores adecuados



Starting DHCP serwvice...done.
Starting DNS forwarder...done.
onfiguring firewall...... .
Gtarting OpenNTP time client...done.
aenerating RRD graphs...done.
Gtarting CRON... domne.

Bootup complete

Esta vai ser a IP dende
onde configurar o
pfSense

FreeB5D-i386 (pfSense.localdomain) (ttywvd)
#»* lelcome to pfSensze £.0.1-RELEASE-pfSensze (i386) on pfiense e

WAN (wan) -» em@ ->» 192.168.1.100 (DHCP)
LAN (lan) -» eml -» 19Z2.168.1.1

0) Logout (SSH

1) Assign Inte
21 Set interfa Archivo Editar Ver Historial Marcadores Herramientas  Ayuda o & 197 168.1.1 192.168.1.1 A H]‘-’

Login - Mozilla Firefox

3) Reset webCojieoipes
4) Reset to fa
5) Reboot syst

6) Halt system
7) Ping host

”
Enter an option
> 9GINSE

Username:
i

Password:

Enter username and password to login.

Login




Cambiar IP dende consola

Starting DHCP serwvice...done.

Starting DHS forwarder...done.
onfiguring firewall :

Starting OpenNTP time client...done.
enerating RRD graphs...done.

Starting CRON... done.

Bootup complete

FreeB5D-s1i386 (pfiense.localdomainl) ({tywvo)
## bWelcome to pfSense £.0.1-RELEASE-pfSense (i386) on pfSense =

WAN (wan) —-» em@ -» 192.168.1.100 (DHCP)
LAN (lan) -» eml -» 19£.168.1.1

@) Logout (S5H only) shell

1) A=s=ign Interfaces pf Top

Z) 3et interface(s) IP address Filter Logs

J) Resel weblontf igurator password Restart webConf igurator

4) Reset ito factory defaults pf3ense Developer Shell

2) Reboot system Upgrade from console

6) Halt system Enable Secure Shell (sshd)
?7) Ping host

Enter an option:




Cambiar IP dende consola

FreeB3D-i386 (pf3ense.localdomain) (L{iywvd)
##% Welcome to pfSense £.0.1-RELEASE-pfSense (1386) on pfSense =

WAN (wan) —-» emd -» 192.168.1.100 (DHCF)
LAaN (lan) ->» eml -» 192.168.1.1

©) Logout (53H only)d shell

1) As=sign Interfaces pf Top

Z) 3et interface(s) IP address Filter Logs

J) Hesel webConf igurator password Restart webConf igurator

4) Reset to factory defaultis pf3ense Developer 3hell

5) Reboot system Upgrade from console

6) Halt system Enable Secure Shell (sshd)
7) Ping host

Enter an option: £

Available interfaces:

Enter the number of the interface you wizsh to configure: 2




Enter the number of the interface you wish to configure: £

vlnter the new LAN IPvd address. Press <ENTER> for none:
# 192.168.56.253

Subnet masks are entered as bit counts (as in CIDR notation) in pf3ense.
=.g. £95.255.255.0

255.255.0.0

255.0.0.0

'Inter the new LAN IPv4 subnet bit count:

Mascaras en formato CIDR

Especificar a IP da interface LAN do pfsense. Debese escoller unha axeitada en
base 6 modo de rede escollido en Virtualbox e a rede onde esta esta tarxeta.




Cambiar IP dende consola
nter the new LAN IPv4 subnet bit count:

or a WAN, enter the new LAN IPv4 upstiream gateway address.
or a LAN, press <ENTER> for none:

nter the new LAN IPv6 address. Press <ENTER> for none:

Jo you want to enable the DHCP serwver on LANY? [yinl n

Jizabling DHCPD...Donet?
Jizabling DHCPD...Donet

Jo you want to revert to HTTP as the webConf igurator protocol? (yrsm) n

"lease wait while the changes are szaved to LAN... Reloading filter...
DHCFPD. ..

he IPv4 LAN address has been =et to 192.168.56.253-24
ou can now access the webConfigurator by opening the following URL in your web

https:--192.168 .56.253~

ress <ENTER> to continue.




he IPv4 LAN address has been set to 192.168.56.253/24
ou can now access the webConf igurator by opening the following URL in your web
Drowser:

https:/s192.168.56.253,

ress {ENTER> to continue.
exx llelcome to pfSense £.1.3-RELEASE-pfSense (i13B6) on pfSense w*xx

WAN (wan) -> em@ -» vi/DHCP4: 192.168.1.35-24
LAN (lan) -» eml ->» vd: 192.168.56.253/24

B) Logout (33H only) 8) Shell
1) Assign Interfaces
Z) Set interface(s) IP address

Login - Mozilla Firefox

3) Reset webConfigurator password

Archivo Editar Ver Higtorial Marcadores Herramientas Ayuda © o @ E'DU [‘EP 192.168.1.254 |htips://192.168.1.254 Vl [-'iv-:-- \]'

4) Reset to factory defaults T (=]
2) Reboot system |

b) Halt system

7) Ping host

,
rsense

Username:

i

Password:
0]

Enter username and password to login.

| Login |

<]



Configuracion

Login - Mozilla Firefox

Archivo Editar Ver Historial Marcadores Herramientas ayuda € 0 O 5 & 55 |99 192.168.1.254 | htfps://192.168.1.254 e Gn:u:Ei;|

@ Login g

XSe

[1SE

" .:-. 2 o M-\.\'\\\\\
assword:

@""




This wizard will guide you through the initial configuration of pfSense.

General Information

On this screen you will set the general pfSense parameters.

Hostname:

&, pfSense

EXAMPLE: myserver

Domain:

ﬁ localdomain
EXAMPLE: mydaomain.com

Primary DNS Server:

K

Secondary DNS Server:

K

Override DMS:

¥] allow DNS servers to be overridden by DHCP/PPP an WAk




On this screen you will set the general pfSense parameters.

General Information

Hostname: r% pEEHSE
EXAMPLE: myserver

oo e
Primary DNS Server:  [X,50.58.32.57 Servidores DNS que usara pfSense
Secondary DNS Server: |8, 50.55.0.33 Indicar os servidores do ISP
Override DNS: Allow DNS servers to be overridden by DHCP/PPP on WARN

Please enter the time, date and time zone.

Time Server Information

r%‘ 0.pfsense.pool.nfp.org
Enter the hostname (FQDN) of the time server. NTP . h()ra dO Sistema

Timezone: [ Europe/Madrid 2 l

Time server hostname:




On this screen we will configure the Wide Area Network information.

Configure WAN Interface

Configuracion interfaz WAN

SelectedType:

N

General configuration

N

This field can be used to madify ("spoof") the MAC address of the WAN interface (may be required with some cable
connections), Enter a MAC address in the Following Farmat: ooy ar leave blank:,

N

MTLU: If you enter a value in this field, then M55 clamping For TCP connections ko the value entered above minus 40
(TCP/IP header size) will be in effect. If you leave this field blank, an MTU of 1492 bytes for PPPoE and 1500 bytes
fFar all okher connection types will be assumed.

MALC Address:

Static IP Configuration

IP Address: r% il [T = :|

Gateway: r%

DHCP client configuration

7I|

DHCP Hostname: The walue in this field is sent as the DHCFP client identifier and hostname when requesting a DHCFP lease. Some [5Ps

may require this (For client identification).




On this screen we will configure the Wide Area Network information.

Configure WAN Interface

SelectedType:

General configuration

MAC Address: This field can be used to modify ("spoof") the MAC address of the WAN interface (may be required with some cable

Especificar a IP da interface WAN e a IP do router que lle da saida
a Inernet. Para as practicas na casa ou no centro, sera unha IP da
= rede da casa/clase e a IP do router da casa/clase.

N /
Static IP Configuration
- e )

1P Address: [, 192.168.1.253 EE

Upstream Gateway: |\, 192.168.1.1

\. J




BOAS PRACTICAS: bloquear direccions 'marcianas'

Direccions marcianas: son todas aquelas que pola sta asignacion non poden
xerar trafico Internet valido (e, polo tanto, seguramente enmascaran trafico
ilicito), incluindo:

* Direccions reservadas por IANA. (0.0.0.0/8, 10.0.0.0/8, 100.64.0.0/10,
127.0.0.0/8, 169.254.0.0/16, 172.16.0.0/12, 192.0.0.0/24, 192.0.2.0/24,
198.18.0.0/15, 192.168.0.0/16, 198.51.100.0/24, 203.0.113.0/24, 224.0.0.0/4,
240.0.0.0/4, 255.255.255.255/32).

Direccions Bogon: Bloques de rede non asignados a ningiin RIR
 RFC 3232: Este documento estabrece unha base de datos online en continuo

cambio como referencia obrigada para a asignacion dos rangos de direccios
IP por IANA.

NOTA: hai diferentes definiciond para estos conceptos. Por exemplo:
bogon = martians + Ips non asignadas a RIR (rexistros regionais de internet)

OLLO: Hai que valorar s1 se bloquean as Private Networks na WAN
- Nas practicas moitas veces a rede WAN ¢ unha destas redes privadas.
- O FW pode estar dentro duhna organizacion que usa direccions privadas.



BOAS PRACTICAS: bloquear direccions 'marcianas'’

Block RFC1918 Private When set, this option blocks traffic from IP addresses that are reserved For private networks as per RFC 1918
Nelmorks: (10/8, 172.16/12, 192.168/16) as well as loopback addresses (127/8). You should generally leave this option turmed
on, unless your WAMN netwaorl: lies in such a private address space, too.Block private networks from entering via Wan

Block bogon networks

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) ar not vet assigned
by IAMA. Bogons are prefixes that should never appear in the Internet routing table, and obviously should nat
appear as the source address in any packets you receive,Block non-Internet routed netwaorks fram entering via WAR

Block bogon networks:

Ainda que ¢ a configuracion por defecto € ¢ unha boa practica bloquear este
tipo de direccions; para esta practica inicial € 6 traballar no exemplo con redes
Privadas, non se bloqueara as redes privadas.

En calquera momento podese cambiar este comportamento, como se vera en
practicas posteriores.



On this screen we will configure the Local Area Network information.

Configure LAN Interface

r % 192.168.56.253
Type dhcp if this interface uses DHCP to obtain its IP address.

LAN IP Address:

Subnet Mask: o

-

On this screen we will set the admin password, which is used to access the WebGUI and also SSH services if
you wish to enable them.

Set Admin WebGUI Password

Admin Password: CYETTTIT
Admin Password rﬂj '“""l
AGAIN: =




Click 'Reload' to reload pfSense with new changes. If you changed the password, pfSense will ask you to log in
again.

A reload is now in progress. Please wait.

The wizard will redirect to the next step once the reload is completed.

Reload in progress

Congratulations! pfSense is now configured.
Please consider donating to the project to help us with our overheads costs.
Click here to donate or purchase services offered by the pfSense team.

Click here to continue on to pfSense webConfigurator.

Wizard completed.




Status: Dashboard — Vision rapida do estado xeral do pfSense x
2

Syste..: Information

Name

Version

Platform
CPU Type
Uptime

Current
date/time

DNS server(s)

Last config
change

State table
size

MEBUF Usage

Load average

CPU usage
Memory usage
SWAP usage

Disk usage

pf5ense.localdomain

2. ]NRELEASE (i386)

built on May 01 15:52:17 EDT 2014

FreeBSD 8.3-FMNCASE-pla

You are on the |atest versidw

pfSense

Intel(R) Core(TM) i5-3570 CPU @ 3.40GHz
00 Hour 27 Minutes 16 Seconds

Mon Jun 23 0:49:49 CEST 2014

127.0.0.1

80.58.32.97

80.58.0.33

Mon Jun 23 2:47:13 CEST 2014

0% (48/67000)

Show states

3% (646/22720)

0.08, 0.09, 0.07

. J
3%

—_ J

13% of 679 MB

0% of 2048 MB

i )
1% of 17G

Interfaces

1 1000baseT <ful-duplex:
0 wan 192.168.1.253

T 1000baseT <full-duplex=
[ LaN

192.168.56.253

personalizable

Available Widgets

Captive Portal Status

Carp Status

Gateways
Gmirror Status

Installed Paclkages
Interface Statistics
Interfaces

Ipsec

Load Balancer Status
Firewall Logs
OpenVPH

Picture

Rss

Services Status

System Information
Traffic Graphs
Wake On Lan




Control de Acceso

»  System » Interfaces * Firewall F Services »  Status » Diagnostics

Aliases

AT
Rules tha
schedules
Firewall: Rules Traffic Shaper
Virtual IPs
riontrg | war PR
ID | Proto | Source Port | Destination @ Port | Gateway @ Queue | Schedule | Description @@
] * * * LAN Address | 443 | * * Anti-Lockout |8
80 Rule T 1
O IPv4 * | LAN net * * * * none Default allow @@
LAN to any rule @@
O Q IPV6 * | LAN net * * * ¥ i Default allow Q2
LAN IPvE to any ‘
rule @@
o
D pass 3 block reject 0 g
pass (disabled) hiock (disabled) reject (disabled) log (disabled)

A configuracion por defecto de pfSense ¢ a de permitir sair libremente a
Internet 0s equipos da Intranet e bloquear as conexions iniciadas dende
Internet hacia a Intranet. Ademais, pode administrarse via web desde a intranet
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