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Neste apartado veremos os pasos que temos que seguir para configurar un equipo como
cliente LDAP, de forma que o equipo tomara os usuarios e grupo do LDAP como usuarios e
grupo do sistema, e autentificara os usuarios que inicien sesién validandose contra o servidor
LDAP.

Polo tanto, teremos que realizar esta configuracion en todos os equipos que pertenzan ao noso
dominio, incluindo (e moi especialmente) ao servidor de dominio (no que se executa o
servidor LDAP), xa que senon os usuarios e grupos do LDAP non seran validos para el mesmo,
ainda que sexa o que almacena a informacién do directorio.
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Instalar os paquetes necesarios

Instalaremos o paquete libnss-ldap

A instalacion deste paquete obrigarad tamén a instalacién do paquete ldap-auth-config, que
permite configurar a autentificacién do equipo contra un servidor LDAP. Lanzarase
automaticamente un asistente para configurar a conexion co servidor LDAP:

Configurando Ldap-auth-config F
Please enter the URI of the LDAP server to use. This 1s a3 string in the form of

1dap://<hostname of IP>:<port>/, Ldaps:// or Ldapl:// can also Be used. The port susber

1s optienal.
v Configurando 14ap-auth-config |

Please enter the distinguished name of the LDAP search base. Many sites use the
components of their domain names for this purpose, For exsmple, the domain “exseple.net”
would use “demexample, &cenet® as the distinguished name of the search base.

Note: It is ssually & good ides to wse an 1P address Because Lt reduces risks of failure
in the event name service problems.

LOAP server tnifore Resource ldentifier:
Distinguished nase of the search base

Introducimos a URL da conexi6on do servidor

LDAP (ldap://IPServidor). OLLO: ldap non Introducimos a rama base na que se atopan os
ldapi e 2 / e non 3 /, isto é ladp:// e non usuarios e grupos no directorio.

1dap:///.
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Configurando ldap-auth-config }
Please enter which version of the LDAP protocel should be wsed by ldapns. It 1s usually »
good ides to set this to the highest svailsble version,

LIWP version to use:

Seleccionamos a versién 3 do protocolo LDAP.

Configurando ldap-awth-config
Choose this optica if you are required to login to the database to retrieve entries.

Note: Under & sormal setup, this is not needed,

Does the LDAP database require login?

«Sis

Deixamos marcada a opcién que indica que o
servidor LDAP non require login para facer
buscas no directorio.
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Configurando |dap-swth-config

This option will allow you to make password wtilities that use pam to Behave Like you
would e changing local passwords.

The password will be stored in a separate file which will be made readable to root only.
If you are wsing NS sounted /etc or any other custom satep, you sheuld disable this,
Make local root Database admin:

Se queremos que os usuarios poidan cambiar
o seu contrasinal dende os equipos cliente,
teremos que activar a opcion de introducir os
datos do administrador do LDAP. Ollo, que
nun caso real habera que valorar se nos
interesa ou non esta opcién, xa que o
contrasinal do administrador do LDAP
almacénase, s6 accesible para o usuario root,
no ficheiro /etc/Idap.secret, pero arrancando o
equipo con un live-CD e montando a particién
de sistema de Ubuntu, calquera poderia ver
este contrasinal.

Conl i3
This account will Be used when root changes a password.
Note: This account has to Be a privileged accosnt,

LDA? account for root:

Introducimos o dn do administrador do LDAP.
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Configurando Lldap-auth-config
Please enter the possword to use when ldap-asuth-config tries to login to the LDAP
directory using the LOAP account for root,

The possword will be stored in o seporate file /etc/ldep.secret which will be mode
readable to rost enly.

Entering an empty password will re-use the old password

LDAP root accoent password:

JETn e D S K SR DDA SR S O e e
fcAceptan]

Introducimos o contrasinal do administrador
do LDAP (No caso do noso exemplo é admin).

Se cometésemos algun erro introducindo os datos de conexién pddese reconfigurar o paquete
Idap-auth-config co mesmo asistente introducindo o seguinte comando:

Ficheiro de configuracion /etc/ldap.conf

No ficheiro /etc/ldap.conf podese ver e modificar a configuraciéon do cliente ldap. Observar
as seguintes entradas:

= base

= uri

m rootbinddn

®m pam password

wH#DEBCONF###

it

## Configuration of this file will be managed by debconf as long as the
## first line of the file says '###DEBCONF###'

it

## You should use dpkg-reconfigure to configure this file via debconf
iz

1

1
#
; @(#)$Id: ldap.conf,v 1.38 2006/05/15 08:13:31 lukeh Exp $

This is the configuration file for the LDAP nameservice
switch library and the LDAP PAM module.

PADL Software
http://www.padl.com

Your LDAP server. Must be resolvable without using LDAP.
Multiple hosts may be specified, each separated by a
space. How long nss_ldap takes to failover depends on
whether your LDAP client library supports configurable
network or connect timeouts (see bind_timelimit).

host 127.0.0.1

F T HHEREHFR THEHEFRHEES

The Adictinanichead name nf the cearrh hace
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I R U
base dc=iescalquera,dc=local
1

# Another way to specify your LDAP server is to provide an

uri ldap://10.0.0.100

# Unix Domain Sockets to connect to a local LDAP Server.

#uri ldap://127.0.0.1/
#uri ldaps://127.0.0.1/
#uri ldapi://%2fvar%s2frun%2fldapi_sock/

# Note: %2f encodes the '/' used as directory separator

1
ﬁ The LDAP version to use (defaults to 3
# if supported by client library)

ldap_version 3
1

# The distinguished name to bind to the server with.

# Optional: default is to bind anonymously.
#binddn cn=proxyuser,dc=padl,dc=com
1

1

# The credentials to bind with.

# Optional: default is no credential.
1 .

#bindpw secret

1

# The distinguished name to bind to the server with
# if the effective user ID is root. Password is

# stored in /etc/ldap.secret (mode 600)

:rootbinddn cn=admin,dc=iescalquera,dc=1local

1

# The port.

# Optional: default is 389.
#port 389

1

ﬁ The search scope.
1

#scope sub

#scope one

#scope base

1

1

# Search timelimit
#timelimit 30

1

1

# Bind/connect timelimit
d#bind timelimit 30

1

1
# Reconnect policy: hard (default) will retry connecting to
# the software with exponential backoff, soft will fail

# immediately.

#bind policy hard

1

# Idle timelimit; client will close connections

:# (nss_ldap only) if the server has not been contacted

# for the number of seconds specified below.
#idle timelimit 3600
1

# Filter to AND with uid=%s
#pam_filter objectclass=account
1

# The user ID attribute (defaults to uid)
#pam_login attribute uid
1

H Search the root DSE for the password policy (works

# with Netscape Directory Server)
#pam_lookup_policy yes

Check the 'host' attribute for access control

# Default is no; if set to yes, and user has no
value for the host attribute, and pam ldap is
configured for account management (authorization)
# then the user will not be allowed to login.
ﬁpamfcheckihostiattr yes

-

W&

1
# Check the 'authorizedService' attribute for access

# control

# Default is no; if set to yes, and the user has no
:# value for the authorizedService attribute, and

# pam_ldap is configured for account management

# (authorization) then the user will not be allowed
# to login.

Al mn alamale mmmiid mm mddm am
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Hpdil_CHECK_Service_diir yes

1

1

# Group to enforce membership of
#pam_groupdn cn=PAM, ou=Groups,dc=padl,dc=com
1

1

# Group member attribute

#pam member attribute uniquemember

1

1

# Specify a minium or maximum UID number allowed
#pam_min_uid 0

#pam_max_uid 0

1

H Template login attribute, default template user
# (can be overriden by value of former attribute
:# in user's entry)

#pam_login_attribute userPrincipalName
#pam_template login attribute uid
#pam_template_login nobody

HEADS UP: the pam crypt, pam nds passwd,
and pam_ad passwd options are no
longer supported.

Do not hash the password at all; presume
the directory server will do it, if
necessary. This is the default.
am_password crypt

T WERWHRRW T

# Hash password locally; required for University of
# Michigan LDAP server, and works with Netscape

# Directory Server if you're using the UNIX-Crypt
# hash mechanism and not using the NT Synchronization
# service.

#pamipassword crypt

1

# Remove old password first, then update in

# cleartext. Necessary for use with Novell

# Directory Services (NDS)

#pam_password clear_remove_old

ﬁpamfpassword nds

1

# RACF is an alias for the above. For use with

w IBM RACF

#pam_password racf

1

H Update Active Directory password, by
# creating Unicode password and updating
# unicodePwd attribute.

ﬁpamipassword ad

1

# Use the OpenLDAP password change

# extended operation to update the password.
#pam_password exop

1

H Redirect users to a URL or somesuch on password
# changes.
#pam_password_prohibit message Please visit http://internal to change your password.

Configurar o cliente LDAP

Agora teremos que configurar o equipo para que use a conexion co servidor LDAP que xa
temos configurada para tomar os usuarios e grupos do sistema. Usaremos o comando
auth-client-config:

Se visualizamos o ficheiro /etc/msswitch.conf veremos que con este comando modificaronse
as seguinte lifas:
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passwd: files ldap
group: files ldap
:shadow: files ldap
1

que lle di ao noso sistema que tome os usuarios en primeiro lugar dos ficheiros locais de
usuarios e grupos, e a continuacion do servidor LDAP.

Por 1ultimo, o comando pam-auth-update serve para indicar que servizos vai usar o sistema
para autenticar os usuarios. Podemos executalo para comprobar que estd xa activado o LDAP
(polo que, en realidade, non hai por que executar este comando):

Podemos ver a continuacién a pantalla que mostra este comando:

Configuracion do paquete

1 r
0s Pluggable Authentication Modules (PAM) determinan como se xestiona a autenticacion,
autorizacion e mudanza do contrasinal no sistema, e tamén permiten configurar accions
adicionais a realizar cando se inician sesions de usuario.

Alguns paquetes de modulos de PAM fornecen perfis que poden empregarse para axustar
automaticamente o comportamento de todos os programas do sistema que empregan PAM.
Indique cais destes comportamentos desexa activar.

Perfis de PAM a activar:

Kerberos auth
Unix authent

LDAP Authent
GNOME Ke
ConsoleKit Sessio

<Aceptar> <Cancelar>

Probar o funcionamento do cliente

Temos duas formas sinxelas de comprobar que a configuraciéon do cliente é correcta e toma
realmente os usuarios do servidor:

m Usar o comando getent passwd: Este comando mostra pola pantalla todos os usuarios do
sistema, tomandoos das diversas fontes que pode ter configuradas. No noso caso,
deberian aparecer ao final os usuarios LDAP. A continuacién pédese ver a ultima parte
do resultado deste comando, no que aparece o usuario alfredo do LDAP:

Eadministrador:x:1000:1000:administrador,,,:/home/administrador:/bin/bash
1sshd:x:103:65534::/var/run/sshd:/usr/sbin/nologin
:openldap:x:104:112:0penLDAP Server Account,,,:/nonexistent:/bin/false
:alfredo:x:10000:10000:A1fredo Perez:/home/alfredo:/bin/bash

m Iniciar sesién no equipo cliente con un usuario do LDAP: Deberemos iniciar a sesién en
modo de texto, non en modo grafico, iso verase na parte III do curso, (utilizando por
exemnlo unha consola virtual. nremendo nas teclas Control+Alt+F1. e noderemos volver
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ao contorno grafico premendo Control+Alt+F7), xa que ao non existir no equipo cliente a
carpeta persoal do usuario, se intentamos iniciar unha sesién en modo grafico
produciranse unha serie de erros impediran o inicio de sesién (Solucionaremos este

problema con NFS mais adiante).

-- Antonio de Andrés Lema e Carlos Carrién Alvarez
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